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9 Administrative Scripts

The scripts described in this chapter include those that an System Center administrator 
uses to manage:
• Devices (nodes), including the generation and update of credentials and keys for ESS 

• Dual interface system failures
For a description of scripts used by the DAM utilities, see Chapter 10: 15.1 DAM—Node 
Management (ESS Networks) on page 319.
Scripts typically require IP address information for devices on a network. For tips on the 
many ways that you can obtain this information, see section 9.2 Obtaining IP Address 
Details on page 278. 
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9.1 Script List
The following list includes scripts described in this chapter.

Table 9-1:  Administrative Scripts

Script Name Purpose Account Run From More 
Information

Generates and stores 
credentials; also updates 
devices (ESS servers, 
SysView, SIPX cards)

Administrator’s 
account; log in as root 
(su - rootcsh); run 
from /usr/sx/db/

Section 9.3 
Generating 
Credentials and 
Keys on 
page 279

To generate and store 
credentials only, add the 
gen_only argument to the 
create_keys.exp script

Administrator’s 
account; log in as root 
(su - rootcsh); run 
from /usr/sx/db/

Section 9.3.1.1 
Manually 
Generating 
Credentials on 
page 282

 Updates the SysView 
keystore on the System 
Center

Administrator’s 
account; log in as root 
(su - rootcsh); run 
from /usr/sx/db/

Section 9.3.1 
Generating and 
Holding 
Credentials for 
New ESS 
Installations on 
page 281

Opens the DAM menu:
• Backup/Restore
• Check Availability
• Get Logs
• Check Version

 Section 10.1 15.1 
Diagnostic, 
Administration, 
and Monitoring 
Main Menu on 
page 321

In redundant interface 
systems, this script forces 
a NIC failover

  
 

Section 9.5 
Forcing a 
Failover 
(Redundant 
Interface) on 
page 283 and the 
IQ/MAX Station 
I&M Guide.
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• At the syscen:/usr/sx/db> prompt, type kadminui and press RETURN. The 
Kadmin UI Tool main screen displays (Figure 9-2 on page 286).

• At the Enter Principal Admin name prompt, type ipcinstall press RETURN. 
This account is loaded by default and may be replaced by a different account name 
as deemed necessary by the company’s system administrator.

• Type the password and press RETURN. 
2 To manage principal user accounts (add, modify, delete, view, import, list all), type 1 

and press RETURN. For instructions, see section 9.6.1 Managing Principals on 
page 286.

3 To manage password policies for principal user accounts (add, modify, delete, view, 
list all), type 2 and press RETURN. For instructions, see section 9.6.2 Managing 
Policies on page 305.

Figure 9-2:  Kadmin UI Tool (Main Menu)

9.6.1 Managing Principals
You use the Kadmin UI Tool’s Principal Management menu to access the options shown 
in Figure 9-3 on page 287.

################################################

# #

# kadmin #

# #

# Kadmin UI Tool #

# #

################################################

1.   Principal Management

2.   Policy Management

E.   Exit/Previous menu

Enter choice:

If you are going to use a customized password policy (not the default shown in 
Figure 9-1 on page 285), be sure to create it before you create or modify a 
principal user account. See section 9.6.2.1 Create Policy on page 307.
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To open kadminui’s principal management option
1 Log in to the System Center:

• Open a Command Tool window.
• At the syscen:/usr/sx/db> prompt, type kadminui and press RETURN. The 

Kadmin UI Tool main screen displays (Figure 9-2 on page 286).
• At the Enter Principal Admin name prompt, type ipcinstall press RETURN.
• Type the password and press RETURN. 

2 To manage principal user accounts, type 1 and press RETURN. For option instructions, 
see the following sections: 
• Section 9.6.1.1 Add Principals on page 288 
• Section 9.6.1.2 Delete Principal on page 292
• Section 9.6.1.3 View Principal on page 293
• Section 9.6.1.4 Modify Principal on page 297
• Section 9.6.1.5 List Details for All Principal User Accounts on page 299
• Section 9.6.1.6 Import Principals From a File on page 302

Figure 9-3:  Kadmin Principal Management Menu
##########################################################

# #

#  Kadmin Principal Management #

# #

# The Options Below Allow you to Manage Kadmin Principal #

# #

##########################################################

1.   Add Principals

2.   Delete Principal

3.   View Principal

4.   Modify Principal

5.   List All Principal Details

6.   Import Principals From a File

E.   Exit/Previous menu

Enter choice: 
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9.6.1.1 Add Principals
Use 1. Principal Management > 1. Add Principals to create a single user account for 
administrator users of the Appliance, the server managing the 

 feature, and for traders using s Soft Turret (see page 284).
You can run the 1 Add Principals procedure multiple times or create and use an import file 
(see page 302).
When you view principal details, you will see the full format of a Kerberos principal 
account name, for example: swhoiswho/syscen.ipc.com. 
The format is:

Name[/Qualifier[/Qualifier[...]]]@realm

Where: 
Name is what you enter in kadminui as the Principal Account Name
/Qualifier is the host, for example NGST
@realm is usually a domain name, for example, @ipc.com

When you create an account, you assign an existing password policy to the account. The 
system automatically validates the password you enter against the policy you assign to the 
user name when you create a principal account. If the password does not meet the 
specified criteria, an error message displays and the account is not created. See section 
9.6.1.1.1 About kadminui Passwords on page 290.
Examples:
• If you create a password that contains the same characters as the user name, then this 

error message displays:
ERROR: Password is in the password dictionary while creating “username”. 
Please try again.

• If the policy states there are two character classes, and you enter a password in all 
lower case characters, then this error message displays:
ERROR: Password does not contain enough character classes while creating 
“username”. Please try again.

To create a principal user account
1 Open the Kadmin UI Tool menu:

• Log in to the System Center (Alliance MX 15.2 or higher) and open a Command 
Tool window.

• At the syscen:/usr/sx/db> prompt, type kadminui and press RETURN. The 
Kadmin UI Tool main screen displays (Figure 9-2 on page 286).
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For a description of the details included in the list, see section 9.6.1.3 View Principal on 
page 293.

To display a list of all principal accounts and corresponding details
1 Open the Kadmin UI Tool menu:

• Log in to the System Center (Alliance MX 15.2 or higher) and open a Command 
Tool window.

• At the syscen:/usr/sx/db> prompt, type kadminui and press RETURN. The 
Kadmin UI Tool main screen displays (Figure 9-2 on page 286).

• At the Enter Principal Admin name prompt, type ipcinstall press RETURN.
• Type the password and press RETURN. 

2 Type 1, Principal Management, and press RETURN. 
3 From the Kadmin Principal Management menu (Figure 9-3 on page 287), type 5, 

List All Principal Details, and press RETURN.

4 From the Kerberos Principal Management List Principals (Figure 9-9 on page 301) 
menu, type 1, List all principals, and press RETURN. A list is automatically displayed 
containing details of each principal. 

5 After the last account has displayed, press RETURN to continue.

To interrupt the scrolling of details at any time, press Ctrl+c.

To create a file containing this information, use the File Editor tool. To open the 
editor window, right click in the Command Tool window and click File Editor. 
Highlight the principal detail text and use the Copy/Paste keys to add it to the 
editor window. To save the text file, click File and select Save As.
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Figure 9-9:  List Principals Menu—Details for all Principal Accounts in a List
##########################################################

# #

#  Kerberos Principal Management #

# #

# List Principals #

# #

##########################################################

1.   List all principals

E.   Exit/Previous menu

Enter choice: 1

All principal Details

======================

**K/M**

Principle:K/M@IPC.COM 
Expiration date: [never]

Last password change: [never]

Password expiration date: [none]

Maximum ticket life: 0 days 10:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Thu Oct 11 12:08:21 EDT 2007 
(db_creation@IPC.COM)

Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Numberof keys: 1

Key:vno 1, Triple DES cbc mode with HMAC/sha1, no salt

Attributes:DISALLOW_ALL_TIX

Policy:[none]

....

Press return to continue...
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9.6.1.6 Import Principals From a File
You can create multiple principal user accounts using a comma-separated value formatted 
file (.CSV). The import file can exist locally or on a thumb drive (providing that you 
include the full path with the name of the file). 
The system validates the passwords in the file against criteria of the policy you select 
during the import process. Only accounts whose password meets the criteria will actually 
be created during the import and the system identifies which accounts are not created, see 
Figure 9-11 on page 305. All new accounts in the CSV file receive the same policy.
For example, of the accounts shown in Figure 9-10 on page 304, all are created with the 
default policy, except for principal_account_name3. The password,  not 
contain at least two character classes (lower case, upper case, number, special character 
symbols, etc.), see Figure 9-11 on page 305. For a complete description on creating 
passwords, see section 9.6.1.1.1 About kadminui Passwords on page 290.

To create a CSV file of Principal Names and Passwords using Microsoft Excel 
1 Open Excel and create a file with the principal names in the first column and the 

corresponding passwords in the second column (see Figure 9-10: A Sample Principals 
Import CSV File on page 304). Passwords cannot be the same as the principal name. 
Be sure that the passwords comply with an account policy that you created in the 
procedure To create a new Kerberos account policy on page 307. 

2 Save the file as a .CSV file:
a Click File > Save As. The Save As dialog box opens. 
b Navigate to the folder or device where you want to save the file in the Save in field.
c Type a name in the File name text box.
d Click the Save as type drop-down button, scroll down, and click CSV (MS-DOS) 

(*.csv). The file name updates to display .csv at the end of the name.
e Click Save.
f The .CSV file must be copied to either the System Center’s hard disk or to 

removable media, such as a floppy disk or a USB flash drive, and inserted in a 
drive or USB port on the System Center. This file should not be password protected 
so that it can be imported. However, you should delete all CSV copies of the file 
after it is imported.

3 Maintain security of password information in the original worksheet file by hiding the 
password column and adding password protection to the worksheet:
a Click the heading of the column that contains the passwords (typically column B) 

to select the column.
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